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Safe Harbor Statement

The following is intended to outline our general product direction. It is intended for
information purposes only, and may not be incorporated into any contract. It is not a
commitment to deliver any material, code, or functionality, and should not be relied upon
in making purchasing decisions. The development, release, and timing of any features or
functionality described for Oracle’s products remains at the sole discretion of Oracle. Not
all technologies identified are available for all cloud services.

Disclaimer

The information in this document may not be construed or used as legal advice about the
content, interpretation or application of any law, regulation or regulatory guideline.
Customers and prospective customers must seek their own legal counsel to understand
the applicability of any law or regulation on their processing of personal data, including
through the use of any vendor’s products or services.
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GDPR and Oracle Roles

* Oracleis a
“data controllers”
with regard to the
personal data of its
employee, partners and
customers

ORACLE

* Oracleis a

“data processor”

when it provides to its
customers cloud services
(and hosts personal data
on behalf of its
customers)

* Oracleis a

” technology provider ”
when provides solutions
(products and services) to
our customer to help
them to comply

This is the focus
of this presentation
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Oracle, Security and GDPR

— 10 years of Oracle Community for
Security (c4s.clusit.it)

— Participate in various industry
organizations involved in GDPR initiatives

— Organize conferences and webcasts to
increase awareness

- Since 2015 - helped to Create a GDPR HOME EVENTS CONTRIBUTORS SPONSORS TO PARTICIPATE TOPICS QeA
observatory and external collective blog
(e urop riva Cy. i nfo) Record of processing activities

sl

Login
Article 30 of Gdpr “Records of processing activities” obliges the controller and processor to maintain a 9

M . records of processing Activities under its responsibility. Specifically, that record shall contain all of the X .
- S e e k to I m p rove p ro d u Ct S a n d S e rV I C e S to following information: the name and contact details of the controller and, where applicable, the joint Izec:j:t::i:z;::Eis:::re
.
help customers comply with GDPR

controller, the controller's representative and the data protection officer;... Read More »

Share w'\th...o @ @ 0 Categories

Codes of conduct and certification (8)

— Cooperate with partners to help our
C u Sto m e rS Ethically GDPR Data Protection Officer (45)

Impact, Risk and Measures (57)

On last 15 March, during the three-days Clusit Security Summit, has been held in a full room of Atahotel Legal framework (92)

.
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A Comment on Compliances

* Compliances protect third parties * They are more mature now than in
rights the past
—i.e. the patients of the hospital, the — They refer to “Best Practices”, “Risk
account owners of the bank etc. Analysis” and “State of the Art”...

* Not the rights of the company itself * Therefore modern compliances

—i.e. not your secrets and intellectual require to evaluate Security
property... Controls through Risk Analisys that

allow to comply and to reduce the

According to a study led by Clusit and PMI (NIC risk at the same time

Northern Italy Chapter) in 2015 the investments
in security were due:

-47.8% of the cases for compliance and

- 48.0% for risk reduction Innovation is not possible without security

°
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Understanding the GDPR: good IT and good Security

The protection of natural persons in relation to the processing of
personal data is a fundamental right that necessarily goes through
Information Technology (IT).

In modern society IT is ubiquitous and many GDPR requirements
imply good IT and good Security

.
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We have evidence that there is often a lack of basic security

* Oracle has been assessing our * We have collected IT “Most

customer security posture for years Common Mistakes” for example:
with a practice called Database

Security Maturity Evaluation

— Sharing passwords
— No logging
— Poor patching

The Proposed Products/Capabilities Could Prioritised According to . ml:’wmm
Level of Implementation Feasibility and Priority/Urgence — NO encrypt|0n
Data Security _ Prioritisation Matrix ~ gt il
High . . . 165+ NoIDB user acc
— Eccessive privileges —_—
mna ::dsta pyqyl;';qning
* You hardly comply if you do not
* Gap rgcovz::aﬂz’::t’f;;f; between h ave a b a S I C Se C u r I ty
- e
A "

Read about the Most Common Mistake on Rapporto Clusit 2016-
-FOCUS ON: Sicurezza del Database: a che punto siamo?

Check this video for the DBSecurity http://bit.ly/29GIYF3
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Understanding the GDPR: GDPR and IT

* Protecting the data requires
knowing
— Where data resides DATA INVENTORY

— Risk
e APPLICATIONS ARCHITECTURE
* Some obligations can / must

be fulfilled RISK AWARENESS

— Leveraging the IT Architecture

— Through application
modifications

°
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Which security measures shall be implemented?

Since You need to
* The law does not specify which 1. Know personal data processed
specific security measures must be and where in the systems

adopted and the controller and the )

Understand risk for data subject
processors are accountable

3. Implement basic securit
* Certifications and code of conducts, P Y

: o measures
Data Protection Authority, judges, _
and court experts will refer to 4. Add more security and good IT
common sense and international
best practices Oracle can help put technology

in the right context

°
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A path towards GDPR — tasks and activities
Modernize identity

ADAPT INCIDENT RESPONSE PROCESS (A.33; A.34) AND COMPANY RISK management to guarantee
PRACTICES INCLUDING DPIA (A.35) authentication and

authorization both for
business user and IT

ACCESS CONTROL
personnel

CREATE SYSTEMS AND
SOFTWARE APPLICATION

INVENTORY AND DATA SCOPE
IS AVAILABLE
AND
INCREMENTALLY
DEFINED

Protect the data wherever
it is (encryption A.32) and
avoid using real data

MONITOR, BLOCK AND where non necessary (A.5

AUDIT and W.26)

PROTECT THE DATA

IMPLEMENT
APPROPRIATE SECURITY
MEASURES (A.32, A.25)

DISCOVER SENSITIVE

DATA

=0l s 00\ 2lelll:iNile) | Collect, secure and analyze
audit logs and implement

boundary defenses

OF PROCESSING (A.30)

EVALUATE REQUIRED APPLICATION MODIFICATIONS TO GUARANTEE RIGHTS OF

DATA SUBJECT (A.15-20) Secure configurations,
remediate vulnerabilities,
and control production

ENFORCE GOOD IT AND GOOD SECURITY ACROSS THE STACK (A.32, A.25) baselines

MAINTAIN (CREATE) A RECORD

DOCUMENT AND KEEP TRACK (A.24)

ORACLE Copyright © 2017, Oracle and/or its affiliates. All rights reserved. | 11




A path towards GDPR —parallelizable tasks

WEEKS: 12 3 4 56 7 8 9 10212223

WBS 1 Summary Element 1 —57% complete

WBS 1.1 Activity A

75% complete

!
START-TO-START !
1

WBS 1.2 Activity B 67% complete !

FINISH-TO-START

E o
x
APPLICATION = O : WBS 1.3 Actvity C I o
FINISH-TO-FINISH
AND DATA SCOPE 5 % (Y! WBS 1.4 Activity D i 0% complete
IS AVAILABLE w < -
AND E g E WBS 2 Summary Element 2 — 0% complete
INCREMENTALLY § S & o= WBS 2.1 Activity E B s coree
DEFINED =9 2 WBS 2.2 Activity F A % compite
- WBS 2.3 Activity G E B 0% compiete
<=2 TODAY

While you increment the scope.... ... You can start security projects
as you go

ORACI—E Copyright © 2017, Oracle and/or its affiliates. All rights reserved. | 12




s’
GDPR Compliance with the x
. of Oracle Security

uditing, now implementing = \
| asking and encryptiof, . ‘ |

oud access controls t

Vlicrosoft Office 365 an

hidden IT :
UBI Banca is the third largest Italian t

commercial/retail banking Group. * Delivering a new identity pigitis
23,000 employees. (hybrid cloud) to streamling™*

identity governance

Listen to Fabio Gianotti Chief Security Officer
UBI.S, UBI Banca ( )

f___,nﬁ-—"—‘ :

ORACLE
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GDPR: Security Customers

ING B etlias Rab%,k

* Kk
% ¥
* %

G UBI><Banca X AdRicoLe
* European Union (EU), which
created the GDPR law, has decided :K @ % MAERSK
to use our Security Solutions to "laCaixa’ o
help them to be compliant with |
their own law MAPFRE o COSPN}OTC

— Database Security

— ldentity Management g Miniseric van conomische Zaker
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A path towards GDPR — How Oracle can Help?

Several Oracle products or
security cloud services can
help to achieve
compliance to GDPR.

: Identity Monitoring ,
D BESNE ry and Access and Auditing \{\./e Ic)?sncz\ilepr Ece)'nsitive data

with data governance
solutions

Data Protection Manageability

2. Enforce data, software
and identity security

Enrichment 3. Enrich application

functions to guarantee
rights of data subjects

4. Support a foundation
that includes good IT

Foundation practices, and high

availability and
resilience
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A path towards GDPR — How Oracle can Help?

Several Oracle products or
security cloud services can
help to achieve
compliance to GDPR.

Database Security We can help to:
1. Discover sensitive data
Data Governance Identity SOC with _data governance
solutions

2. Enforce data, software
and identity security

Data Integration 3. Enrich application
functions to guarantee

Applications

Analytics rights of data subjects
4. Support a foundation
System Data Management that includes good IT
practices, and high
Storage Manageability availability and
resilience

®
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Oracle Security Solution
Can Help You

: Helping Address GDPR Compliance Using
* Oracle Security Solutions

** ORACLE WHITE PAPER | SEPTEMBER 2017

System Data Management
Storage Manageability

=
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Qrace U » Abot Oracie = Fegtures > Ganersi Dsts Protection Reguiation

Oracle security solutions

GDPR is Coming.
Are You Ready?

Learn how Oracle Security Solutions can help organizations implement
controls that reduce the risk of non-compliance fines around GDPR.

I‘
i

Visit us: oracle.com/goto/gdpr

EEODEDQ

Buy Now | Be Compliant | Pay Later SRACLE
FINANCING

.
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Integrated Cloud

Applications & Platform Services

®
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